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A complete deception plant built from fu

PhantomPlant doesn't simply open fake ports or act as a passive sensor.
It deploys functional OT and IT service emulations inside a believable
industrial network, allowing attackers to interact as if it were real—while

capturing every action as a security event.
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OPC UA OPC XML Modbus/TCP
OPC UA Server NodeSet XML Modbus Server

Functional service emulations—not simple banners.
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Connect Read Subscribe Write Browse (3) WORKING INFRASTRUCTURE SERVICES
PhantomPlant supports realistic protocol interactions and commands, Core IT services operate normally as part of the deception
so attackers can connect, query, subscribe, browse, and write—just like environment—making the fake network more complete
on a real system. and believable while providing rich network data.
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ready-made fake file system e iiice DNS DHCP NTP

with 2,500 fileSacoss | |_ gg pocuments DNS Server DHCP Server NTP Server
realistic OT and business | B Reports Resolves queries Leases addresses Provides accurate
folder structures. and provides and options like a time to devices
Detect suspicious browsing, backup hunting, document : @ 2,500 Files realistic responses, real DHCP service. and clients.
enumeration, and access to fake business or OT files.
(4) REALISTIC DECOY ASSET PROFILES
PhantomPlant deploys a full ecosystem of believable assets that work together like a real plant network.
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PLC Decoys SCADA / HMI Historian Engineering File Server Identity Infrastructure Remote Access
Functional PLC Decoys Decoys Workstations Decoys Services Services Endpoints
emulations with Realistic HMIs and OPC UA & SQL Engineering clients SMB shares with AD, LDAP, and DNS, DHCP, NTP, RDP, SSH, and VPN
real protocols. SCADA servers for historian services with tools, projects, realistic folders authentication Syslog, and more endpoints for
operator interaction. with live data and configurations. and documents. services core services. lateral movement.

1 What It Detects
Not fake pOI‘tS, & Network scanning

. o . Service enumeration
Functional service emulations. ‘

Unauthorized login attempts
J OPC UA / OPC XML interaction

Modbus reads and write commands
SMB share access

File and backup enumeration

DNS / DHCP / NTP interaction
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From Deception Events (2) CENTRAL EVENT API / EVENT FLOW

o ActionaDle Nt .. -2 -E-8-

P Qb
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Prebuilt Static IP ARMBA or Small edge devices HMI Workstation  Server DHCP/NTP Sensor
container images network layouts | | ARMB4 hardware or lab servers -
Place PhantomPlant close to OT labs, industrial DMZs, production-adjacent networks, Every interaction with a decoy generates a structured security event including
remote sites, or validation zones — anywhere visibility is weak and attachers may probe. source IP, target asset, protocol, event type, timestamp, severity, and interaction details.
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flows automatically.

Important events should not stay hidden i
Route them to your security teams and

| Decoys generate the signal. The Event API collects it.
'L Alerts deliver it. The dashboard makes it visible.
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